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UNIFIED THREAT MANAGEMENT FOR 

CAMPUS NETWORK 

COST EFFECTIVE SOLUTIONS TO PROTECT, CONTROL AND MONITOR INTERNET USE 

It is a special responsibility to protect students from web-borne threats and to promote safe internet use.  We 

provide educational organizations 'light-touch' tools that encourage creative and productive internet use in a 

secure environment. 

By adhering to the highest filtering and security standards, Durio protects students, teachers, leaders and their 

organizations from the increasing threat of litigation from inappropriate / illegal on-line activities. Durio allows all 

schools and colleges - including Independents, Academies and Academy Trusts - to focus on education without 

worrying about web security issues. 

Durio excels at blocking proxies and online games, preventing malware, filtering secure traffic, controlling 

streaming media and IM, filtering and monitoring search strings/images and logging web uploads. 

Flexible access controls allow administrators to set detailed rules and give control to teachers to override filtering, 

access reports and check the status of banned users.  Intuitive reporting provides the detail needed to understand 

all activity with real-time logs that show individual user browsing to trends and site specific reports. 

Durio delivers highly accurate real-time filtering result; it examines the content, context and construction of every 

web page requested. So all undesirable material (including anonymous proxies & online games) can be detected 

and blocked without disrupting learning-based web resources.  Social media, file sharing and other potential 

distractions can be blocked completely or managed effectively. 

HOW DOES IT WORK? 

The Durio solution combines the management and reporting capabilities for caching, content filtering 

technologies, NIPS / NIDS and firewalling into a single interface, providing greater visibility, control, and 

management capabilities. The Durio Dashboard lets you set policies, manage incidents, run reports, and perform 

administrative tasks from a central, Web-based manager, regardless of solution module (i.e. Web, data, or email 

security) and platform. 

No other solution offers you the flexibility to meet content security and deployment requirements that may 

change based on your business needs, while offering the best security against modern threats at the lowest total 

cost of ownership (TCO). 

  



 

Durio 2500 main features:  

1. Intrusion Detection System / Intrusion Prevention System 
2. Caching 
3. Content Filtering 

  



INTRUSION DETECTION / PREVENTION SYSTEM 

Durio is using SNORT, an open source network intrusion prevention system, capable of performing real-time traffic 

analysis and packet logging on IP networks. It can perform protocol analysis, content searching/matching, and can 

be used to detect a variety of attacks and probes, such as buffer overflows, stealth port scans, CGI attacks, SMB 

probes, OS fingerprinting attempts, and much more. 

By logging to our Dashboard, administrators can view Live Logs (Ajax based) to monitor and check inappropriate / 

illegal activities by each user’s IP or website’s IP. 

  

 

 

 

 

 

 

 

 

 

 

 

 

Durio used three detection methods: signature-based, statistical anomaly-based and stateful protocol analysis. 

Signature-Based Detection: This method of detection utilizes signatures, which are attack patterns that are 

preconfigured and predetermined. A signature-based intrusion prevention system monitors the network traffic for 

matches to these signatures. Once a match is found the intrusion prevention system takes the appropriate action. 

Signatures can be exploit-based or vulnerability-based. Exploit-based signatures analyze patterns appearing in 

exploits being protected against, while vulnerability-based signatures analyze vulnerabilities in a program, its 

execution, and conditions needed to exploit said vulnerability. 

Statistical anomaly-based detection: This method of detection baselines performance of average network traffic 

conditions. After a baseline is created, the system intermittently samples network traffic, using statistical analysis 

to compare the sample to the set baseline. If the activity is outside the baseline parameters, the intrusion 

prevention system takes the appropriate action. 

Sample reporting from Durio 

A simple click and touch of a button 

interface were used in our Dashboard 

that makes it unique to all users 

regardless of their knowledge. A team of 

R&D is always thinking ahead to ensure 

our customer experience the top quality 

services from Durio. 

IPS Live Logs 



Stateful Protocol Analysis Detection: This method identifies deviations of protocol states by comparing observed 

events with “predetermined profiles of generally accepted definitions of benign activity. 

CACHING 

Durio allows organizations to save on their bandwidth through content caching. Cached content means data is 

served locally and users will see this through faster download speeds with frequently-used content. Thus avoiding 

spending large amounts of money on upgrading core equipment and transit links to cope with ever-demanding 

content growth. It also allows organizations to prioritize and control certain web content types where dictated by 

technical or economic reasons. 

Durio optimizes the data flow between client and server to improve performance and caches frequently-used 

content to save bandwidth. Durio can also route content requests to servers in a wide variety of ways to build 

cache server hierarchies which optimize network throughput. 

Durio can reduce server load and improve delivery speed to anyone. Durio can also be used to deliver content 

from around the world – copying only the content being used, rather than inefficiently copying everything. Finally, 

Durio’s advanced content routing configuration allows administrators to build content clusters to route and load 

balance requests via a variety of web servers. 



CONTENT FILTERING 

Networks are subject to attack from malicious sources. Attacks can be from two categories “Passive” when a 

network intruder intercepts data travelling through the network, and “Active” in which an intruder initiates 

commands to disrupt the networks normal operation. 

The web is a fast changing place and even large web search engines such as Google or Yahoo don’t even know of 

half of it. This makes filtering by web address (URL) difficult as sites change and new one come up all the time. It is 

impossible to have comprehensive filtering using just URLs. What is needed is something to check every page user 

ever access for ‘bad’ subjects such as drugs, profanities, hate, pornography, etc, and disallow it if it’s not suitable. 

This is why Durio is needed as it makes the web a cleaner, safer, place for user regardless of their education level. 

 

A simple set of policies or rules is activated by default when an administrator subject to use this features. These 

rules are preconfigured to suit any network environment such as industrial, academia, government, agencies, etc. 

An easy click function to activate or deactivate these rules is used to make it user-friendly enough to be 

understood by any level.  

A sub-category of rules is also can be applied when activating these rules. Administrator can choose whether to 

block all category or part of the same category that is not required. In the event that these category or sub-

category need to be changed, the same click function is applied. 

Durio content filtering is a technically advanced method of filtering, which produces much better results, and is 

based on analyzing the actual content of a page. Using content analysis, Durio tags particular words and phrases 

with a score and a category, and looks for occurrences of these in the source of web pages. 

This enables Durio to make meaningful decisions about content that has not previously been screened by human 

operators, something sorely missing from pure URL-based filters. Essentially, a page’s content is scanned for any 

known words and phrases, the scores associated with each are summed, and the page blocked if the total score is 

above a configurable threshold value. 

Flexibility and intelligence are provided by allowing phrases to have negative and positive scores. For example, a 

filter that banned pages containing the word ‘breast’ might effectively block some amount of pornography, but 

could also block a lot of medical material. On the other hand, a filter that assigned a negative score to ‘breast’ 

when found in combination with ‘cancer’ would stand a lesser chance of triggering such false positives. 

However, Durio content analysis gives administrator more than intelligent tagging. As the content of each and 

every web page requested is analyzed, malicious code, which can exploit HTML, JavaScript, Images, ActiveX, Java, 

is also identified and blocked. 

An error page that can be customizes to 

suit everyone needs. Administrator can 

insert logo, policies, contact details or 

any reminder to those who try to abuse 

the usage of their network. 



As well as providing dynamic analysis and protection against malicious code, Durio also blocks search engines that 

return banned content in hits. Something no URL filter could ever do. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Standard rules and policies for filtering 

Blocked by Durio 



WHAT YOU GET WITH DURIO! 

Unlike solutions based on disparate products that rely on overlapping or duplicate multivendor management tools, 

you gain superior control of your security through a single management console, the Durio Dashboard. A user-

friendly web interface enables you to activate or deactivate any feature without hassle. 

By using industrial-strength hardware, we guarantee that you don’t have to worry about the sustainability of 

Durio. Apart from that, our local support throughout the nation is always ready to help, analyze, configure, 

troubleshoot and maintained the appliances all year round. In term of severity, we dedicate our self to response to 

our customer as fast as we can from 4 hours to a maximum of 2 business days. Our technical expertise has an 

unwavering desire to bring out the best in their solutions. Their dedication to customer service is bar none. 

We offer a comprehensive range of highly qualified support services, a must for every security solution. It is 

divided to three maintenance packages; standard, advanced and premium packages. Within our packages, you get 

each and every upgrade and improvement we make to our product and we can deploy it straight to your appliance 

as simple as point-and-click. 

Keep your UTM application as up-to-date as possible to protect your networks and users from modern day threats. 

This includes all our services like antivirus, intrusion detection signatures, and URL blacklists (content filtering). Just 

as importantly, our maintenance includes all security updates to all our application so that you can keep the 

devices protecting your network safe from security vulnerability. 

Our advanced hardware replacement justifies the need to change our product should it needed. This is included 

when you subscribe to our advanced or premium packages. This plan enables our customer to replace our product 

but still deploying the same set of rules or policies.  

We’re always looking to make our product better and enhance the functionality of our software through our own 

research and development team..  

Finally, as a Malaysian, we are proud to add another legacy to our Malaysian brand. Your continuous support helps 

in bringing our product to the top of the world. 


